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e Quantum Cloud Service( Open Source based Private Cloud Platform )
o Openstack, Kubernetes, Ceph S 2 AAE J|HOZ XAl LT D20/ SLtRE SHE, MSA i & 2S00 2X9HE S2R*E
o T8 At : LG 913XIs ¢4 CI/CD 23 E, UXISEAMUA MHIA(ZSR M), Al Speaker MHIA (1A
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« Containers controlled by Kubernetes
Virtual Machine ( Back Office) Virtual Machine( Web Server ..) - Virtual Disk controlled by Ceph
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Compute Network Storage (Q)

ceph kubernetes

openstack

Shared Service

Physical Resources
« Network : 10g switch 2EA

Switch1
«Server 3EA : 2CPU / 512G RAM / 8TB HDD
3EA /1TB Nvme SSD 2EA / 4TB SSD 1EA
« Admin Server 1EA : 2CPU / 128GB RAM /
H“EE 8TB HDD 4EA
ot « Nvidia GPU 1EA for ML/AI
Server 1 Server 2 Storage Server 3..Server N Admin Server - Storage : SSD 10TB & HDD 100TB
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Hostname qcs1 Q
IP address :
bond1: 10.10.10.101

bond2: 20.20.20.101
bond3: 192.168.100.101

Hostname : qcs2
* Internal IP address :
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bond3: 192.168.100.102
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NIC2

A A

.10.10.103
.20.20.103
.168.100.103

EMC Storage

VLAN1 : 10.10.10.1/24
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VLANZ : 20.20.20.1/24
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3. Quantum Service

3.1 laa$
3.2 Paa$
3.3 Saas
3.4 CI/CD




3. Quantum C&S Solution & Service

* Quantum C&S= Cloud Native JHZEE 3= UL SJ0| R MH[AN 27 0] AL
o 10| QX0 ME HQ &M HZ Jts0HH HAHDOIE Y JHsBILILCE

Samanda
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- Y B

Quantum Kubernetes Service Quantum MSA Service (MSA JHL Z3E)
- Kubernetes Based £5 - Istio/Keycloak S XHdl JHZ MSA £2M HR
- ApmbleOﬂ oot MX| () " =, - DevOps / GitOps / MLOps £E4 HR
- Air gapped &3 X8 0 — 9] - MSA JH J10I1E & R X
K8S

- 4% 2+ LRI Us 24l XA 0] MSA - ZQ 024t : Acryl, BNSoft, HOIE™HE
- ”‘9 J24L}: SK C&C, Acryl
Smilegate, SK Telecom

Quantum OpenStack Service ( ( Quantum Storage Service
- OpenStack VM&EEN } 0 ‘ } S - Cep.h Based Ef*.j
- Managed K8S base JIs - Pe Y () - Ansible(i| 2J5t &1
- DAL L2 HAH 001 - Rook-Ceph operator(j] 22t &l
- F=Q T2t Acryl,LG Q1BX|S% 74, BNSoft : i%s ﬁlﬁfrl-asﬁi&i peryl Bt
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3.1 1aaS - QOS ( Quantum OpenStack Service )

0 (1%  OpenStack HA 74 % Ceph AE2IX| ¥= Private Cloud MH|A
@)

OPENSTACK
OPENSTACK-USER [0 WEBFRONTEND ————————— =2 API PROXIES
& oK Horizon EC2API
OpenStackClient - " P
Shade Python SDK L¥;; WORKLOAD PROVISIONING % APPLICATION LIFECYCLE N? ORCHESTRATION
Magnum Trove Murano Freezer Heat Mistral Aodh
Sahara Solum Masakari Senlin  Zagar Blazar
== COMPUTE
| VIRTUAL MACHINES | | _Funcrions |
Nova Zun Qinling
OPENSTACK-ADJACENTENABLERS
il CONTAINER SERVICES -Bie NETWORKING il BAREMETAL S sToraGE
Kuryr  Fuxi [ son | [ ons_| [“Geus_| = [ Fue |
Neutron Octavia Designate Ironic  Cyborg Swift Cinder  Manila
{81 NFV
‘ Tacker &b SHARED SERVICES
Keystone Glance Barbican Searchlight Karbor ’

OPENSTACK-LIFECYCLEM

p DEPLOYMENT / LIFECYCLE TOOLS

Kolla-Ansible OpenStack-Charms

Bold represents Core Functionality OpenStack-Helm TripleO  Bifrost

ANAGEMENT
{4 PACKAGING RECIPES FOR...

RPM Ansible Puppet
Chef OCI containers

Version 2018.06.01
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Ceilometer
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- @ opTIMIZATION / POLICY TOOLS -

Watcher Vitrage

Congress Rally

 [shil] BILLING / BUSINESS LOGIC

CloudKitty

—— @ MULTI-REGION TOOLS —

Tricircle




3.1 1aaS - QSS ( Quantum Storage Service )

(& RookGeph/Ansible ol o1ot AT XS0t & me) oy
LJ27  Air Gapped 201k $3 MHIA K12 2 $3 42 J0/C

@ ceph

Client Nodes ¥

- 0o - e e s} 00
Object Storage Block Storage Amazone S3 and OpenStack Storage
Location I/O r Public Object I/O

Map updates Network Binary Data

Ceph Object-Based Storage Cluster Cluster

2

Network

Monitor Nodes

Data Location and state are synchronized across the cluster

using ceph's CRUSH algorithm, Storage clients and OSD's both nge?,"ti :Zt::gg Etzﬁla aar:d
use CRUSH efficiently compute data placement without depend- OSD Nodes fnaintain performance f,i the
ing on a central lookup table. (Object Storage Daemon) cluster scales
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3.1 1aaS - QSS ( Quantum Storage Service )

« CGeph®l DR(Disaster Recovery) % S Xl )15
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Ii [ o f Multisite Async Replication e [:] EI == MEH| SHE Q0I5 AE|X| 22| JF IFsEHLIC
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3.11aaS — QKS ( Quantum Kubernetes Service )

k>

= A
T -

ﬂ). =il I Air Gapped/On-Prem ZZHIM T AtE It = K8S

0,
K8S
. QKS STH

o laC XI& : VM created by Terraform, K8S installed by Ansible ( 2A3E HE 2k g9l )
o XMl I Installer0fl 21t &1X| ( CLI, WebUl XI= )

o 2O HM TAIZH X| 2T, QT2 HM 2412 LY &X| 2=
FOE KBS HE X1 3 K8S X D2ky HZ D= 30| QP 0t P& &X
K8S X :1.28.x 1.29.x, 1.30.x, 1.31.x X|&
0S : Ubuntu HI€ 0S (20.04,22.04) / Redhat HIZ 0S(8.4.8.7) 2= &A=&
CRI : Containerd / CRI-0
CNI : Gilium / Calico / Flannel / Multus
CSI : NES / Geph RBD / Cephfs ( Rook-ceph, Cephadm 25 X|&
A ALE JIECE M0| A0tz TR KBS ESE X &I, 2
K8S 1Jt24 &XI ( 3Node Active-Active, 2 LB EZQR)
=22 K8S = =% : Node Expanded by Terraform & Ansible
12 QX @E A A PaaS AX| XIY (712 : Istio, Ceph, MariaDB, OpenSearch, RabbitMQ, Redis, Airflow, Knative )
Public Cloud GiM= HMIS0HK| &= A& HAMO| K8S A0t B3

« QKS MH|A
o QIEZHMMmA DLIHY MHIA & ZOH & MUIA, 2 50 MHIA 712 M2 ( Prometheus / Loki MHIA )

SA0IHA E= FZN LS MHIA WS

o SXE2 HAHZN I ZINIEE, 2402 ZOH S MHIA S % JIEF MHIA WIE
«  K8SHT &dI01E

«  K8S =g MH|A

- 218 HOHIX]
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3.1 1aaS — QKS Enterprise

$ UE| K8s SHAHE 2S0t= IS /0t QKS Enterprise AHIA

0,

K8Ss
c MREZFRIIS
o YMAIII&9 25 Mit 2™ Kubernetes _J 2SI IH SO0t US
o Al % =H0IH HEIE = UHAT X S0 A 2A S HZ OHH 010 et HE| E4AH 2O £R-0| HXIL US
o FRIs

v B HE SS0 =2 : K8s =Tt OtL 2t LFUTH @ ﬁﬁ HE WM A MHIAE KeycloakE JIEIOZ S HHEOZ S0t
O OtLtCl HIgozE BE SHAHM BT =191 AXt S0l ZE MHIA 018 Jis

v SE EdAH 2 £ X : KubesphereE %’E.'OE Ct0| K8s EHAHE S &2l o U £2M0| 2

v SE 2dAH 2PLHE B : Opentelemetry - IOH0 OLtC| 1eh X OHoflA HEl 2HAH E PLHE

v HHA YIZE XY : 2RE UOIEIEZ 20| 02 dlHAI OHE2IHI0IME Kubernetes 2HZ0HIAM JHe HAI(VM)2 2
23 2 UEE KubeVirtE S

v I2H0|%! Managed K8s £l 0l : Air-gapped 2B0IM 2EY 4 U= Managed K8s= Openstack, Ceph, K8sE R71%2
£ E8 I &4 LE Auto Scaling V15 =&

. OKS Enterprise =2} 2t
2 g2 M1k SYE TE| Z2AH 22| 2SS0 7152 S01, 2HAH L MHIAQ 2] 2RNS 2011 2F IHEUE XY
cruu
o XA QUIAM: ZARE HI0IEIE YIZEQHVM J1E HIHA WS ZH0INS QUIOH STHOH0, HIZLIA AR 22 Tt &
0| S0ILILH,
o HIgHzh D0l SR SANM BSH0 XY A8l MQ@ OImF} 27| 2 2% HIRS MAY 4 YBLILL
o HOHZOk AN} QIS DS L0 OHHtt SHAH 2F BAS MZLLL
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3.1 1aaS — QKS Enterprise ( Keycloak SSO )

= @AKEYCLO

o= Clients

Clients are applications and services that can request authentication of a user.

Manage - - . .
Clients list Initial access token Client registration

Clients

Q Search for client > Create client

Client scopes
Realm roles Client ID lame e escription Home
Users
i Groups
Sessions

Events ${client_admin-cli}

Configure

Realm settings
Authentication
Identity providers

User federation

« KeyCloak £ 280t SSO =&
« 0OIDCE X|A0t= MTAE Keycloak Client= S5

GitLab Community Edition

Username or primary email

Password
©
Forgot your password?

Remember me

Don't have an account yet? Register now

or sign in with

QKS

Remember me

o X HWRMA 2|AE :K8s,Gitlab,ArgoCD,Harbor,Grafana S, XISXCE FIHMHIN
o YHEIZHAH 2F Al Host Clustertil Keycloak X 2 11 JIZ9 2 PE 24AH HIAE B Iis

. QP auth TRES 5 U 124 012 DBAT 9IS s
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3.1 1aaS — QKS Enterprise ( KubeSphere )

# KubeSphere Marketplace ~ ® App Store & Workbench € KUBESPHERE o ) =2

aaaaa

€ KUBESPHERE o

‘‘‘‘‘‘‘‘‘‘‘‘ o
X
Host Clu © Batch Manage
@ host Hosteluster " iubesphee - 2024100102338 | o IR Y @ SKCAC Acculnsignt Testing Cluster - ®. 5% 517cores 108 cores
1.30.4
Member Clu N 2% 95.51Gi 415.85 GI
% smile ‘
\ 34%
% nnnnnnnnnnnnnnnnnnn
[
eeeeeeeeeeeee
% in-wa: ~
v1.29.2
o e
o ~
(\ e
U
" é} minfol

o ZYUVE SHAH 2| HY OIHHIOIANM CHr9l Kubernetes 2 AHE 2LIEHZEOH] &

o EHAHZIZAAHIE: Y EHAH ZtYHIZEE =& H IO 015 Jls MIZE

o Z3AH Y HE2AHOIM ZLIEHZ: Grafana, Prometheus?t S0t 2l AA A= OHE2IHIOIM AEHE Al
MOZ ILHZE

o App Store: 2LELAA} AR ATEYNHE At Helm 718t App StoreZE XIZ0H, LFESH OHELIHI0INE =& H X
Okl &2
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3.1 1aaS — QKS Enterprise ( OpenTelemetry )

G S ( v Multi-Cluster MariaDB

i .
Ap?r:»c:non ‘ - _— : MySQL Connections MySQL Network Traffic
logs Ope Al
— > Telemetry
P pods ‘ mevis | Collctor logs 100 kB/s
traces
— > &
‘ kes ’ ]
ymponent

Loki

Open r\
Telemetry metrics - p] ™\
ﬂG Collector ’

Prometheus/Mimir /' Grafana

‘ Apg:}cdastlon ’ “ ——————————————————————————————————————
Open traces E ! 0240 0250 0300 0310 0320 0330

Backoffice — aleqwiy - P )
‘ Pods ’ etr + Collector \ ) L — ,
b . traces 8 - Temp - gk L 242 240 - gk
‘ kes ‘ = ; ) ; -

component 0o smilegate 2 smilegate

smilegate host
OpenTelemetry 2E|l 22i2AH 28k OHLIS| TJeHIoHi S ¥=0| EHAHEE £9

OpenTelemetry= HEH, 21, FX2 Ol 322 S8 +H
o AARIO MEHE MHHOZE HLIHZO HI0IH 2Hol HHE Mg o US.

« HEl SAH 2Z0M= 2 2212H0 Collector)t B ZI XIS HIOIHE X &0t X2|0ls WAE = oF 2
AN 2= HI0IHE S0 2.

A8 4 s,
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3.1 1aaS — QKS Enterprise ( KubeVirt)
« KubeVirt

o Kubernetes SR{AE0LY JHar HAIS UIOIEIEOMH A%0I] B2E 4 UTE Ot QEAA OZNE

o ZIHIOIHRE OHE2IAHIOIML JIES HHAI VM YFIZEE S2USH 1T a(Kubernetes) M S8 2% Jts

o VDI Z22MO| [HOIOZ HIS F2 Jts

o KubeVirt-managerE 0|20t VM|, 2, 225 At

o Pod®ENZ VMO| 2ZEITZ MH ROBA CHE = E0IM 28 27 0t

o OHL HEH VMOl &&= 2 2 CI/CD HHUHM Xts2=Z Test K8s ClusterS 7 =010 HIAE R AMI0t= S2 82 A

o Xl VM :Windows10,11,2022 Server, HO| 2= 2|5 A HYE

o JIE 2OY0IANM 2YEI= MHE 010IXI2t 004 Kubevirt VM2 H2H0H= AfHIA X/

App App App New Virtual Machine: qcs01

—l— .
@ == Sl TR

= o G

WType vepy Memory satus  IPAddress Actions
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3.1 1aaS - Log Service

a [Logs] Response Codes Over Time + Annotations [Logs] Unique Visitors vs. Average Bytes
kibana

\
@ e K O o ° ’

Dashboard

4,000

Avg. Bytes

! ® . Ji
2,000 [ ) ° [ Y (] [ ] [ ]

Dev Tools
Joobe] | 9 % s o °.0 ®ee o d
Management g . . L % kR ¥ * * * * % 202006090900 202006100300 202006110900 202006120900 202006130300 202006140900 20200615 09:00
v 200100% e 4040% @ 503 0% timestamp per 3 hours
[Logs] File Type Scatter Plot wea | [Logs] Host, Visits and Bytes Table
20001 o 4 S Te oA . - File type
o c - © ® Type Bytes (Total) Bytes (Last Hour) Unique Visits (Total) Unique Visits (Last Hour)
° . css
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] 3 o o
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« EFK Stack Service / Loki Service

« K8s Platform Service 21 24

« Application Pod 211 & & EAM

« Kibana / Grafana £ S9! A|Z3 HHAIEE J|s HIZ
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3.1 1aaS — Monitoring Service

= Home > Dashboards > k8s

2AE gy

originprom  None v | JOB  node-exporter v Host ons-dev0lv  nstance 115.71.7199:9101 v Al

- @elas| 2o}

ot 44 78 ILE 4 | ES

Y E 4 #/AE| 11 Capacity

0000 0200 0400 0600 0800

~ requested
v C 20t YE El0lE

=E 2 F4 Eo/#

115.717199:9101 ons-devo1 @ @ 483days

19216810191:9101 Kes-ubuntu22-wi05 357 weeks

19216810.157:9101 K8s-ubuntu22-w04 315 weeks

19216810.170:9101 K8s-ubuntu22-w03 357 weeks

19216810.206:9101 K8s-ubuntu22-w02 357 weeks

19216810188:9101 K8s-ubuntu22-w01 335 weeks

19216810133:9101 K8s-ubuntu22-mo2 370 weeks

v =E 44 HH : [ons-devO01]

Uptime
CPU Busy

GPU Utilization SERRRRESE
CPU Cores

GPU Memory Usage

Interval

10:00

25140 6iB

Nn3scie

n3scie

3468

3408

3408

27508

devimapper/ubuntu--vg-ubuntu--Iv

devimapper/ubuntu-~vg-tmp--v

Idevimapper/ubuntu--vg-root--Iv

Used RAM Memory
Total RAM

Used Max Mount(/data) §E§
CPU% Basic /A
25%
20%
%
10%
5% |

[devimapper/ubuntu-vg-home--Iv

Idevimapper/data-vg-data--tv

0%

0100 0200 0300 0400 0500 07:00 0800 0900

068% 23.03%

10:00

1.04%

110%

CPU E¥ 30| o] 233

Z2/AE| CPU Capacity A
150
100
50

0
00:00 0200

= allocatable == capacity =

[ons-dev01] : Disk Space Used Basic(EXT?/XFS)

Memory Basic /A

279 6i8

04:00

28.8%

0600 0800  10:00

requested

Ivarisnapifiefox/common/host-hunspell
fmp

Iroot

Ihome

Idata

o2 E¥ 8% ojy| 23

. 16.6%

B2IAE j22) Capacity A

60068

40068
20068

8
00:00 0200 0400 0600

= allocatable == capacty == requested

sa10
a8 o
e
asici
e

CPU iowait

Free inodes:/data

Total filefd

186 GiB

931618

0%:00

0200 0300 0400 0500

0600 0700 0800  09:00

251.40Gi8  251.40 GiB

10:00

25140 GIB

25140 GIB,

GPU A8Y

GPU AI8%
150%
100%
50%

o%
00:00

= usage

0200 0400 0600 0800

- usage

9912 ks
5243K8/s.
21099 kB/s.
37051K81s
125 MB/s
13712 kBfs
186,64 kB/s.

Internet traffic per hour All /A

~ 186G

954 MiB
186 GiB

2796i8

£

00:00 00 0200 0300 0400

Network bandwidth usage per second All /A

100 Mbls
50Mbls
obls

< -s0Mbis

100 Mbls

& Update

05:00

& Update

261Mbis
3272K0ls
258 Mbls
260 Mo/s
273Mbls
215 Mbls.
170 Mbls

0600 0700

¥ Update

08:00

08:00

480Mbls.
22524 kbls
288 M/s
488 Mbls.
157 Mbls
154 Mbls.
234 Mbls.

10:00

® GitHub

3 9semB
2 o

o1:00 0300 0400 0500

cali2ceac737809_transmit

06:00

0700 0800

377 Mbls

09:00

470 Mbls

10:00

458 Mbls

460 Mbfs

enoB403. receive 2.65 Mb/s

Prometheus & Grafana J{H| A

GPU / DB / VM / Container S 2]4A BLUHZ X 2HH MH|A

JIE2 &3 MUIA, JIR JIs @ £IH)|Is2 HAHOOIE EQ
AH™ s

Email / Slack S 2= AiH|
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3.1 1aaS — Repository Proxy Service

« Nexus
o Air-gapped 2Z3 2 A%t & MHIA

o XI5 : Docker Image, Linux package, Python Library, R Library, Conda S
o HMAN =W o IFY MIHOFH AHOIEN B, AHOIEL CI/CD AIAE! 3215
o Air-gapped 2-Z0AM T image tag HA B0l A& JISOHES Proxy Jls HIE

L Sonatype Nexus Repository
F 0sS 3.681-02

e * Q c* Sign out

g Browse Browse assets and components

Browse

Q Welcome
Y Filter
» Q Search Name 1 Type Format Status URL Health check Firewall Re...
& accutuningawsbu.. proxy raw Online - Ready to [ @ copy | m >
& archive.apache.org proxy raw Online - Ready to ... of >
2. Upload m

& bitbucket.org proxy raw Online - Ready to ... m >

& conda-forge proxy conda Online - Ready to ... >

& conda-remote proxy conda Online - Ready to . >

& cuda-remote proxy apt Online - Ready to ... >

@ cuda-remote2 proxy apt Online - Ready to m >

& debian-buster proxy apt Online - Ready to ... m >

debian-local hosted apt Online >

& debian-remote proxy apt Online - Ready to m >

& debian-stretch proxy apt Online - Ready to .. m >

& developerdownl...  proxy raw Online - Ready to ... m >

docker-local hosted docker Online >

& docker-remote proxy apt Online - Ready to .. >

docker-repos group docker Online >

& download.docker... proxy raw Online - Ready to ... >

& download.opens.. proxy raw Online - Ready to >

& download.oracle. proxy raw Online - Ready to .. m >

& download.pytorc..  proxy raw Online - Ready to ... m >

& ftpmirrorgnu.org proxy raw Online - Ready to ... m >

& gcrio proxy docker Online - Remote ... >

& ghcrio proxy docker Online - Remote ... >

& github.com proxy raw Online - Remote m >

@ harboraccuinsigh... proxy docker Online - Remote .. | Analyze | >
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3.2 PaaS - Database

- Database HA Service over Openstack or Kubernetes

o A Active-active / Active-standby (AA HE
o XI& HIOIEHHIOIA :

- RDBMS : Mysql, MariaDB, PostgreSQL

- NoSQL : Elastic Search, MongoDB, Couchbase, Cassandra, Hadoop
o Open Source Database®! 2 11219 @Al &X| X

Database Read/Write

VIP

eeeeee

Cloud Software
MariaDB MariaDB MariaDB

Galera Replication

Node 1 | | Node 2 | | Node 3

Active-Active : Mariadb,Mysql Galera Cluster Active-Standby : PostgreSQL

(}, QUANTUM C&S (© COPYRIGHT(C) All RIGHTS RESERVED



3.2 PaaS — Messaging Service

« RabbitMQ Cluster HA mode

Sender App @ Listener App @

« Kafka Cluster HA mode

, Ul for Apache Kafka

Dashboard

auction-kafka
Brokers
Topics
Consumers

recycle-kafka
Brokers
Topics

Consumers

b0c367c

Brokers

Uptime

Broker Count

3

Partitions

Online
65

Broker ID
0
19

2

Active Controller

0

URP »

Segment Size

90 MB

63 MB

136 MB
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Version
3.2-IV0

In Sync Replicas

65

Segment Count

24

21

20

Ul
E RabbitMQ#3
RabbitMQ Cluster

Out Of Sync Replicas

0

Port

9092

9092

9092

Host
jcob-kafka-0.jcob-kafka-headless.jcob.svc.cluster.local
jcob-kafka-1.jcob-kafka-headless.jcob.svc.cluster.local

jcob-kafka-2.jcob-kafka-headless.jcob.svc.cluster.local

~



3.2 PaaS - Cache Service

« Redis Cluster

N : Overview
'I' redls|n5|ght BCE-Tadis. ¥ Real time statistics for this Redis database
OVERVIEW
DATABASE SUMMARY
BROWSE
Browses 1MB 0 8 145 0 1.00 0.10h
cul Total Memory Total Keys Connected Clients Connections Received Connections Rejected Hit Ratio Uptime
Streams
RedisGraph
RedisGears B COMMANDS/SEC CONNECTED CLIENTS USED MEMORY

RedisTimeSeries

12 8 10
P =)
RediSearch 10 £ 08 ‘E
6 ¢ 5
8 € E
ANALYSE 8 06 g
6 4 8 2
Memory Analysis v " 2 04 9
Profiler 5 2 02
Slowlog 0 0 0.0
BULK ACTIONS B
NETWORK INPUT NETWORK OUTPUT TOTAL KEYS
DATABASE
Configuration 12 0.0
1.0 g
Client List 10 02 &
0.8 o
3 8 L
0.6 ; -
04 }= 4 -0.6
0.2 2 -0.8
0.0 0 -1.0
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3.2 PaaS - Elasticsearch / Opensearch

 Opensearch Cluster

= (] Index Management Indices a @

Index Management

Index Policies

Managed Indices Ind ICeS
Indices
Rollup Jobs ) Search X Show data stream indices @ ~ Off

Transform Jobs

Index |- Health Managed by Policy Status Total si... Primari... Total d... Delete... Primari... Replicas
Snapshot Management
[ security-auditlog-2024.08.28 ® greel No open 577.6... 252.6... 23 o] 1 1
Snapshot Policies
Snapshots security-auditlog-2024.08.27 ® greel No open 235.4.. 91.3kb 12 (o] 1 1
Repositories
[@ security-auditlog-2024.08.26 ® greel No open 311.6... 127.7... 39 0 1 1
@ security-auditlog-2024.08.25 ® greei No open 235.1... 91.2kb 12 o] 1 1
& security-auditlog-2024.08.24 e greei No open 193.3... 70.3kb 11 o 1 1
& security-auditlog-2024.08.23 e greei No open 164.2... 90.9kb 12 o] 1 1
[@ security-auditlog-2024.08.22 ® greel No open 256kb 128kb 7 o 1 1
& security-auditlog-2024.08.21 ® greel No open 138.5... 69.2kb 11 o] 1 1
[ security-auditlog-2024.08.20 ® greei No open 285.6... 142.8... 11 o] 1 1
[@ security-auditlog-2024.08.19 ® greet No open 223.2... 127.9... 7 o 1 1
@ security-auditlog-2024.08.18 ® greel No open 181.2... 90.6kb 12 o] 1 1
[® security-auditlog-2024.08.17 ® greei No open 242.4.. 121.2... 11 o] 1 1
@ security-auditlog-2024.08.16 ® greel No open 382.2... 191.1... 10 [o] 1 1
[® security-auditlog-2024.08.15 ® greel No open 139.3... 69.6kb 11 0 1 1
& security-auditlog-2024.08.14 e greel No open 282.2... 141.1... 11 (o] 1 1
@ security-auditlog-2024.08.13 e greei No open 137.7... 68.8kb 11 0 1 1
& security-auditlog-2024.08.12 e greei No open 172.6... 86.3kb 12 o] 1 1
& security-auditlog-2024.08.11 ® greet No open 245kb 122.5... 11 (o] 1 1
[ security-auditlog-2024.08.10 ® gree! No open 380.9.. 190.4.. 10 o] 1 1
[ security-auditlog-2024.08.09 e greel No open 178.2... 89.1kb 12 o] 1 1
Rows per page: 20 ~ < 1 2 3 4 5 6 >
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3.2 PaaS - Auth Service

« Keycloak

= @IKEYCLO (©)] admin ~

LSRR Use federation

User federation provides access to external databases and directories, such as LDAP and Active Directory. Learn more [

Manage

Clients To get started, select a provider from the list below.

Client scopes

Add providers

Realm roles

U
jac = Add QMS providers = Add Kerberos providers = Add Ldap providers
Groups - - -

Sessions

Events

Configure

Realm settings

Authentication
Identity providers

User federation

« 9|F DB 98 JIs H3 ( QMS Providers )
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3.2 PaaS - ML / Al Service

 Airflow

l Airflow DAGs  Security Browse Admin Docs 00:45 UTC AA

DAGs

All Active @  Paused @

DAG T Owner Runs Schedule Last Run NextRun Recent Tasks

accutuning_command_on_celery
o accutuning None
accutuning  main tenance

accutuning_command_on_k8s
o accutuning None
accutuning  maintenance

airflow-backup-configs_bku

airflow @daily 2024-08-26, 15:00:00
aiffiow-maintenance  maintenance
airflow-clear-missing-dags =
[ @) S @ O @daily 2024-08-26, 15:00:00 2024-08-27, 15:00:00 O
airfiow-maintsnance maintenance
rflow-db-cleal
[ @ fliaiao R @ @ @daily 2024-08-26, 15:00:00 2024-08-27, 15:00:00 @ O
aifflow-maintenance  mai tenance
airflow-delete-broken-dags
[ @) i 9 s @ O @daily 2024-08-26, 15:00:00 2024-08-27, 15:00:00 O
airfiow-ma ce  maintenance
airflow-kill-halted-tasks
[ @) = airflow @ @hourty 2024-08-27, 23:00:00 2024-08-28, 00:00:00 @
airflow-maintenance  maintenance

- Knative Serving / Kserve / Cert Manager / Istio / Tekton

ubuntu sk-dev = SK ~ $ kubectl get pod -n knative-operator
NAME READY STATUS RESTARTS AGE
knative-operator-6dfd6c7479-2rsth 1/1 Running 3 (25d ago) 37d
operator-webhook-6f44b4fb9f-1pjg2 1/1 Running 5 (25d ago) 37d

ubuntu sk-dev = SK ~ $ kubectl get pod -n knative-serving
NAME READY STATUS RESTARTS AGE
activator-55d856fccd—p8lkn 1/1 Running (24d ago) 36d
autoscaler-5fb49c64c7-84wzs 1/1 Running (24d ago) 36d
(24d ago) 36d
(24d ago) 36d
(24d ago) 36d
(24d ago) 36d
(24d ago) 36d
(6d21h ago) 36d

autoscaler-hpa-6cc9d9d784—-csrbp /1 Running
controller-ddbb9d4f-cj4rp 1/1 Running
net-certmanager—-controller-66bd995955-6hkzr 1/1 Running
net-certmanager-webhook-68657dd744-clnngq 1/1 Running
net-istio-controller-cc877cd4dc-tfjsl 1/1 Running
net-istio-webhook—-69cd4975b8-8xb9q 1/1 Running
webhook-85b9744fc5-qfd42 1/1 Running 12 (3d9h ago) 36d

SN BABNWNNWN
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3.3 SaaS — QMS ( Quantum MSA Service )

MSAJHE: EXHE % +Cl/CD )
MSA JHEH0f 24 2401 APl Gateway 1t 9157 |s S& 2N

QMS +d 24

Authorization

- Management Ul X|&
- Authz : Istio CUSTOM Auth

7y

v

Atstio [— 1 [~

CLOAK
MariaDB"  PostgreSQL

o
4I
fot
e
=}
o)
re
oln

A

APl Gateway

\ Monitoring

@ kiali

« Istio% Kiali §S0t0{ Service, Application, Workload ZLIHE JIs M3

« Istio® Keycloak ¥&S0F0{ Authentication, Authorization &1

- QI 9|9 DB ¢IS0I0 215 J|s HIE, JWT Token Customization J|s HE, SSO MHIA WIS
« K8s Operator0f| 2|8t Authz 2E H|0f

(J. QUANTUM C&S (© COPYRIGHT(C) All RIGHTS RESERVED



3.3 SaaS — Samanda ( Quantum Al Service )

U124 HI0IE 718t chatGPT M|~ , LIMOps MIZC = 2 AA=Z HIH0IE Jts

7H N ESIO =] A 2
\ Samanda®t 1124 MH|A APIERCZ MZ2 Ul MH|IA HIE

Quantum LLMOps Platform ( Samanda ) &

SR

SL— Q)
oy il A —> LLM
’—’ 2E AN Model l ChatBot A{H|A
(AMH|A 7H0|E)
Blolg 72 .
nkl SL— /a5 2| T 0 l R

E[eJl=] Gl o| &} Plugin A{H|A
ezt (A~ 234

o of
2B HlolEf 2]

« Samanda® 9= B : Polyglot-Ko Ji& ( LLaMA LHH| 3= 55 4010 41 A
o EleutherAl 0IM 85 2 20
o TuNiB AIOIM £Z%t 1.2TB #22] Pt=50{ HIOIHE AIE0HH &t&, &Y A8 Jis Y
- 12 HR HOIHZ Polyglot-Ko 2 J|HIOZ FI} 85 (Fine-tuning)AIH U0 SotE ME MHIA HIB
« ChatBotil 112§ MHIA APIQ SIS0= S2{101 I
- OIOIH MX2l RH S& MUIANX ZE WFE MY 4 U= Y U 2F SE EHE W2 (=22dil2 T= HEE SdRE BF It
*  Fine-tuning 1FE0IX 12 HIOIEQ &S LX[0P)| |t M0[etE X MRS (Federated Learning) Jls ¢7 &
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3.3 SaaS — MSA JHet &Y

Database Mail service
User
Database
Web Ul User Payment
L service service
Monolithic RESTAPI
Application service Mobile client APl |RESTAPI RESTA
Gateway
Notification Order
| service service
3rd. party . | |

Mail service Order
Database

l REST API ‘ Web Ul
. WX 20| OB HE . N2 ST ACHOI HEet 0Lk
. ZHERSE MHIAO] HE [ JH 20| o MHIAJN XIS 201 20 Mg
. MHIA SR SIHI QXIS HHS . == JHIA YHOIE JHs
. DHQYYAT WH BIs . GIZ{JHXI JHZ 9104 / DB 22 Jhs
. MES MHIA 2} (&S . DI Hut HIE XISHCI/CD) TR
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3.4 CI/CD IR

DevOps 22!

Release

Monitor

r—— r T A

| 11 11 |

| AdHoc | Iconfiguratiod | server |

| Seript | |Manatement| | Templete |

| 11 11 |

| 11 11 |

| 1 11 | Application Service

| 1 11 1

t — t—t t

| 11 11 | System Software

| 11 11 |

1 [l [} |

[ 11 11 |

l I 1 11 | Operating System

I L L , T - —————n
(I [ S——) (SS—pw—, |

Hypervisor Orchestration System
(Openstack, Cloudstack..)

Hypervisor(KVM, VSphere..)

c )t - — — — — 1
Physical Machine ‘|

|
|
|
'
i Server Provisioning Tool
t
|
|
|

‘ Physical Machine
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3.4 CI/CD MH|A E

Kubernetes
Developer

\ GitLab Harbor ArgoCD Ansible
*
Operator _/

Openstack

el 2EE2 Gite = 22l (DevOps + GitOps )

C1/CD Toolchain : Gitlab / Harbor / ArgoCD

|aC Toolchain : Ansible / Terraform

Air-Gap 2Z0IM2 K8s &X| XISV £EM HR

20| 2HAN| X2t Cl/CD M £3 5 8 MY U HAHOOIE Jts
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4. Why Quantum C&S ?

41 QCS =& At2|
42 QCS E3d




4.1 QCS =t
« SKC&C =/0I0IH 24 MH|A THE ( laaS, PaaS %! CI/CD &

- 8IHI0IE J18t MLOps MH|A ZZHE
- 24ZX : SK C&C
]:[EJHIE I|6HI_1E 202‘] ‘I‘I ~
2 LHE: Kubernetes , Ceph MII LRI\ ,AcculnmghtﬂHBI , CICD
“II AOIE : =, KBIHI = Epskeal ,NH’*E KBz

PREPROCESSING MODELING

DEPLOYING

Pipeline Builder MANUAL AUTOMATIC Run:ailr;l(aaﬁﬂE
Auto-Guided Ul Jupyter Notebook AutoML/DL
Explainable
Al

DataWrangler R Studio AutoCluster

History

Autolabeler e
DT2HE 22 Xt Asset2t S XIE =/ QuickStart EUEE
kubernetes  CPU Sharing MultiCluster

On Premise & Public Cloud(AWS, GCP, Azure)

OKS ( Kubernetes + Ceph )
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41 QCS =&t
« ADRUHIOIE QKS E& ( 20144 )

- ADFZAHIOIE LS Al MHIA 1= TZHE

- 2RX: ADRJAHIOIE

- OZNE RWET : 202312 ~ 20244

- 212 Li&: QKS &X| (laaS, PaaS, CICD) , Devops 218 X 82 LS

L2 Switch

Master! VIP (10.xx) |

1 S~o
1 \\\ o
1 S
= < O O
K!s )

F

[ ====)

LB(haproxy) LB(haRroxy) LB(haproxy) — ] - j —_ j - ] — j
D G worker1 worker2 worker3 worker4 nfs1

master1 master2 master3

K8S Master K8S Worker NFS Server

QKS ( Kubernetes + NFS )

- K8s OHH M2 Il 1718 S A -E :HAProxy SW LBE OrAE{ A E{Of| LHE, HAProxy& Keepalived2 17H88 25
-HEO| =0 Qlo| AZEQ0{Bte 2 25 Tt Kubernetes A H| A K|S
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4.1QCS = At
« Ot 2 Jonathan Service — Al & MLOps Project

-HE0IE X QBT MH|A TRHE
- DE HOIC AHS IHUEIA J[BOZ 7, Hald S2AAHL BAHIA S2AHE 2210101 74, Public Cloud -> QCS 01X Z2HE
TS HEE

- DZHE 2T : 20212 ~ 20214

grerssssss jm.n Cluster : ML / Al | ETTIIT LI I T LTI T z goeee Quantum Cluster : Web / Ceph X

RACK-1 RACK-2 RACK-3
InfiniBand

Cable 2 GPU Server
(A100)

Quantum Server
(3080)

Vast Data Storage

Quantum Server
(3080)

2 GPU Server
(A100)

Quantum Server
(3080)

2 GPU Server
(A100)

InfiniBand Switch

2 GPU Server

8GPU Server (A100)
(Quadro RTX)

Admin Server
(CI/CD, Registry, Log)

2 GPU Server
(A100)

W& HES :
g oEy o F wan |

Ethernet
Cable

-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------

QOS + QKS + QSS (OpenStack + Kubernetes + Ceph )
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4.1 QCS Akl
o OXIEEMUA - ML & Al Project

- BIHZRU HAElE HOIES £, 24010] 20X ADIE 0 AAIZH HEHB0H MHIA T2HE
- HIOIE] 47, M2 2 MHI A0t HolE A AHS (CSZ 148,

CSEH R

- TEHE FBHEE : 2018 ~ 2020

_@_ Kubernetes Cluster
a ~

Contents S3
Service Service (CMS) | | Storage e
Compamon e
-
)
Registry
A
Service
Chatbot App Manager
Prometheus
T Monitoring
S 4
Contents App ]

)

L\

I ? E] b E
I
- HTTPS REST
e (Encrypted Channel} m
Skeleton Social Chatbot Machine Data
° ° IQTTS Messaging Server Server Server Learning Server
{Encrypted Channel)
TensorFlow
= !
H B Virtual Machines

QCS ( Openstack + Kubernetes )
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4.1 QCS =& Akd|
o |At Speakingbuddy — Al & MSA Project

- o158 Al SpeakerOl M 2= HI0IE &, BA0H0] AI8IH HEY 2HEX HIE & 34 MES SO AN WS MH|A ZZHE
- D= AlE AIABE IHUIEIA JRICE A9 M8 Jls - MSA over K83

- cISHI;

- D2ME JWAEL 2019 ~ 2020

Auth Rest Director Admin [ Device |
Service Service Service Service Service

Vol e

Service

)

A Istio
Bbs

—_— APlGateway \ Lol
- - \ I I 1 \ Service
N
Ltbe Background L_wa; Lcms i Webapp )
/ Service Service Service Service 3 Service )

Keycloak Gitlab Cl/Cb Monitoring

Service Service Service Service

— HTTP2

<———» gRPC MariaDB Redis NFS D Registry
Service Service Service Service Service

<«——  Rest AP|

QOS + QKS + QSS ( Openstack + Kubernetes + Ceph )
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41 QCS =&t

« 9|7 91FX|s HIS JHE! Project

_OEI:HI Ejl'—lﬁ *|AEiI__r1 HEK-IIE
- DE ol (|ARIS IHYIE|A J|HIOZ 714 MSA 2l JHErS o QMS MHIA =21, One Source Multi Site 724

- 23X - R
-OZHE "._"’OHEE :2022.2 ~

1y .

!

HIS over QKS

(}S

Storage

:.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.--.-.-.-.-.-.-'
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Firewall

<, 005 =5
‘ 106

QKS + QSS + QMS ( Kubernetes + Ceph + Istio + Keycloak )

|




41 QCS =&t

o LG2IEXIs A4 CI/CD AAE 22 Project
-G QIEX]s ¢4 HEIZ2RE 2% CI/CD A AR 9 Mo Z2tel R
-8txK : LG}

_D2NE XYL : 20186 - 201812

—_— ----- > Web 2% (https:80) Deploy by Jenkins with S3 & AWS Code Deploy [ |pev [ ]Awsaa
_ ) - --=-- » APl 2% (https:8080)

f ————— -» Admin (rdp:8888) ‘:’AWS DEV
m ........................................................................................................................................................ L—‘LocAL -

Qe A _ AZ-2a S [N e T A_Z;Zg\ i
Public Subnet (DEVQA) | | AL 2Z 70 PC
| | :
| == | . PC1 . PC2 . PC3 1
: . :
. | e Pt
| E I } B .
: N 1
! H-» | :
| Bastion [ : . |
| QA-Web1 DEV-Web1 DEV-Web2 | - LOCAL Git At "
| - L E @ ' l
| e A : Server1 Server2 1
| o -8 |
| QA 2|+ =DEV-Toolkit2 [ LI S 1
| ! o |
~ 1 I : M 1
| K R AU 70 M I
— - og Data
| " @y e i
| _ / I - |
| N
| QA-Engine1 EVl-EngineZ l : !
| T~ % : . Was (Toolkit,Engine, Trainin, :
| ™ /- | VM/Volume 1
I QA-Trainingd_| 2| DEV,Training2 Snapshots 1 . .
| i e S I [ Jenkins <= -+ -!
Q QA Couchbase Cluster P | —
SR I - E 5 |
A . ication . | :
| - — — EE'E___.__ I ' QCouchbaseCIus_ttL _____
| DEV Couchbase | luster r I | o = : . -l
| [ g «—H> X J T m : F F F F :
| B e |EE | = BARLAN
: Register AMI 1 | e e e e
H | Private Subnet Private Subnet l | |Private Subnet| | Private Subnet [ H
L \ (QA) (DEV) | [ (QA) (DEV) J/ i
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42 QCS E¥H

OPEIT /X 5
AHIA I8

- @ MHlAE 25 HAZ 240H0] QFEXQI Q1T 5! Z2HE MH[A

- OFERAI0] ZOH0N CHHIRH 2HIZ XIS MHIA Jis

- [HE= 22 [iH] §EoHHIg M2 it

- 0 0= & HOF M M0z OFEXNOI 22RE HotHIE

- QIT2H) | MIS0Hl HIOH JHEATS] BHE &d o

- QEALA SHEOIDZ HHE HI MK XX 2
DToRAMHIA 8O 2H MSA JHE K| 5L CI/CDXIJCE S& i ZHE M2

- 1ot 11249 SaaSOil A %2t & 4 A= FHUIEIA HAAHDINIE €8 ER

- QITEE A MHIA (HF2E] T= QA , H0H 2 MHIA, RS W)
- K8s/HMA HEHOIM FIHO0IE % RX

JI2 CI/CD MHIA 24 HIZ, THIZ2R1 I MHIA | W2

- 18 R Ot S, @RI HIE A 2412F OILH ZO0H OHZ MH|A

Quantum Cloud & Service(QCS)E T0HAIE -2 QIO gL gl S2HE 2EN Lot
HYQUO0| @ QMO HIZUA 22! JHENITF RSORAIS ELUIL
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